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Data Protection Information regarding Online Meetings, 
Telephone Conferences and Webinars via “Zoom”, 
“Webex” and “Microsoft Teams” hosted by evalag 
(Evaluationsagentur Baden-Württemberg) 

 

 

In this document, we will inform you about the processing of personal data 

related to the use of the services “Zoom”, “Webex” and “Microsoft 

Teams”. 

 

Purpose of the Processing 

 

We use the services “Zoom”, “Webex” and “Microsoft Teams” in order to 

conduct telephone conferences, online meetings, video conferences 

and/or webinars (hereinafter referred to as “Online Meetings”). “Zoom” is a 

service of Zoom Video Communications, Inc., with their seat in the USA. 

“Webex” is a service of Cisco Systems, Inc. (USA) and their subsidiary 

Cisco Systems GmbH, Garching (Germany). “Microsoft Teams” is a 

service of Microsoft Corporation (USA). 

 

 

Controller 

 

The controller of the processing directly related to the conducting of 

Online Meetings is evalag (Evaluationsagentur Baden-Württemberg). 

 

Please note: If you access the websites of “Zoom”, “Webex” or “Microsoft 

Teams”, the respective providers of “Zoom”, “Webex” and “Microsoft 

Teams” are responsible for the data processing. However, if you would like 

to use “Zoom”, “Webex” or “Microsoft Teams”, accessing these websites is 

only necessary for downloading the software required for the use of 

“Zoom”, “Webex” or “Microsoft Teams”. 

 

You can use “Zoom” and “Webex” also by entering the relevant meeting ID 

or the code and further login data for the meeting, if applicable, directly in 

the Zoom app, the Cisco Webex Meetings app or the Microsoft Teams 

app. 

 

If you do not like to or cannot use the relevant app, you can use the basic 

functions also through the browser. 
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Which data will be processed? 

 

When using the services “Zoom”, “Webex” and “Microsoft Teams”, several 

types of data will be processed. The scope of data also depends on which 

information on data you provide prior to or during the participation in an 

Online Meeting. 

 

The following personal data will be processed: 

 

User data: Name, surname, telephone number (optional), email address, 

password (if single sign-on is not used), profile photo (optional), 

department (optional). 

 

Meta data of the meeting: Date, time, meeting ID, location, topic, 

description (optional), IP addresses of the participants, information 

regarding device/hardware used. 

 

In the case of recordings (optional): MP4 file of all video, audio and 

presentation recordings, MP4 file of all audio recordings, text file of the 

Online Meeting chat. 

 

In the case of joining by telephone: Information on the incoming and 

outgoing telephone number, country, time stamp; where required, further 

call details such as the IP address of the device may be stored. 

 

Text, audio and video data: If applicable, you will have the opportunity to 

use the chat, question and survey functions in an Online Meeting. In that 

context, the text entered by you will be processed in order to display and 

record (if applicable) it in the Online Meeting. In order to enable the display 

of videos and the playing of audio data, the data of the microphone of your 

end device and of a possibly existing video camera of the end device will 

be processed accordingly during the meeting. You may disconnect or mute 

the camera or the microphone at any time. 

 

In order to participate in an Online Meeting or to enter the meeting room, 

you must at least indicate a name. 

 

Scope of the processing 

 

We use the services “Zoom”, “Webex” and “Microsoft Teams” in order to 

conduct online meetings. If we intend to record Online Meetings, we will 

notify you of this in advance in a transparent manner and request your 

consent, if required. In addition, you will be able to see on your screen that 

a recording is taking place. 
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“Zoom” and “Webex”: If it is required for the purposes of recording 

outcomes of an Online Meeting, we will record the chat contents. However, 

this will not be done as a matter of course. 

 

“Microsoft Teams”: The chat contents will be recorded when using 

“Microsoft Teams”. Files that users release in chats will be stored in the 

OneDrive for Business account of the user that has released the file. The 

files released by the “Microsoft Teams” users in a channel will be stored on 

the SharePoint website of the team. 

 

If webinars are held, we may also process the questions asked by webinar 

participants for purposes of recording and following up webinars. 

 

If you are registered with “Zoom”, “Webex” and “Microsoft Teams” as user, 

reports on Online Meetings (meta data of meetings, data on those joining 

by telephone, questions and answers in webinars, survey function in 

webinars) may be stored with the providers of these services for a period 

of up to one month. 

 

An automated decision-making as defined by Article 22 of the GDPR will 

not be carried out. 

 

Legal Bases of the Data Processing 

If personal data of employees of evalag (Evaluationsagentur Baden-

Württemberg) are processed, Section 26 of the German Data Protection 

Law [Bundesdatenschutzgesetz, BDSG] shall be the legal basis of the data 

processing. If personal data related to the use of “Zoom”, “Webex” and 

“Microsoft Teams” should not be required for establishing, maintaining or 

terminating the employment relationship, but nevertheless be a basic 

component in the use of “Zoom”, “Webex” and “Microsoft Teams”, 

Article 6 (1) f) of the GDPR shall be the legal basis of the data processing. 

In such cases, our interest consists in effectively conducting Online 

Meetings. 

In other respects, the legal basis for the data processing when conducting 

Online Meetings shall be Article 6 (1) b) of the GDPR if the meetings are 

conducted in the scope of contractual relationships. 

If there is no contractual relationship, the legal basis shall be Article 6 (1) f) 

of the GDPR. Also in this case, our interest consists in effectively 

conducting Online Meetings. 

 

Recipient / Data Transfer 

Personal data that is processed in connection with the participation in 

Online Meetings will, in principle, not be passed on to third parties, unless 
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they are specifically designated to be passed on. Please note that contents 

of Online Meetings – like in the case of personal meetings – often serve 

especially for communicating information to customers, interested persons 

or third parties and in this way are designated to be passed on. 

Other recipients: The providers of “Zoom”, “Webex” and “Microsoft Teams” 

will necessarily gain knowledge of the aforementioned data to the extent 

that this is provided for in the scope of our agreement on commissioned 

data processing with “Zoom”, “Webex” and “Microsoft Teams”. 

  

Data processing outside of the European Union 

“Zoom” and “Webex” are services provided in each case by a provider in 

the USA. Thus, the personal data will also be processed in a third country. 

We have entered agreement on commissioned data processing with the 

provider of “Zoom” that complies with the requirements of Article 28 of the 

GDPR. By using the EU Standard Contractual Clauses, an adequate level 

of protection is ensured.  

The provider of “Webex”, Cisco Systems, Inc. (USA) or their subsidiary, 

Cisco Systems GmbH, Garching (Germany), respectively, has undertaken 

to comply with the principles of the frameworks EU-US Privacy Shield and 

Swiss-US Privacy Shield applicable in each case when handling all 

personal data received from the EU member states, the United Kingdom 

and Switzerland. More details in that regard are available at 

https://www.cisco.com/c/en/us/about/legal/privacy-full.html.  

When “Microsoft Teams” is used for conducting Online Meetings, in 

principle, data is not processed outside of the European Union (EU), as we 

have restricted our storage locations to data centres in the European 

Union. However, we cannot rule out that data is routed through internet 

servers located outside of the European Union. This may be the case, in 

particular, if participants in an Online Meeting are located in a third country. 

However, during the transfer on the internet, the data is encrypted and in 

this way protected from unauthorised access by third parties. 

Further information on data protection by the Microsoft Corporation is 

available at 

https://privacy.microsoft.com/en-us/privacystatement,  

https://www.microsoft.com/en-us/trust-center 

Data Protection Officer  

We have appointed a data protection officer, the contact details of whom 

are: evalag (Evaluationsagentur Baden-Württemberg), Georg Seppmann, 

Postfach 12 05 22, 68056 Mannheim, email: seppmann@evalag.de. 

 

https://privacy.microsoft.com/en-us/privacystatement
https://www.microsoft.com/en-us/trust-center
mailto:seppmann@evalag.de
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Your Rights as Data Subject  

You have the right to access the personal data concerning you. You may 

contact us at any time with regard to such a data access. 

If you request access to information not in writing, we ask for your 

understanding for the fact that we may request you to prove your identity. 

 

Furthermore, you have the right to rectification or erasure or to a 

restriction of the processing if the requirements for that are met. Finally, 

you have a right to object to the processing within the scope of the 

statutory provisions. 

 

In the scope of the data protection provisions, you have also the right to 

data portability. 

 

 

Erasure of data  

We will erase personal data, in principle, if further storage is no longer 

required. It may be required, in particular, if the data is still needed for 

performing contractual services and examining, satisfying and defending 

warranty and guarantee (if applicable) claims. In the case of statutory 

retention obligations, the erasure may be considered only after the expiry 

of the relevant retention period. 

 

Right to lodge a complaint with a supervisory 
authority 

You have the right to lodge a complaint with a data protection supervisory 

authority against the processing of personal data by us. 

 

 

Changes to this Data Protection Information 

We will revise this data protection information if the data processing 

changes or on other relevant occurrences. You will always find the current 

version on this web page. 

Version of 15-02-2021 

 


